CURRICULUM VITAE

IGOR CICIMOV

Address: 7/23-29 Willock Ave, Miranda, NSW, 2228, Australia
Phone: 0285029883; Mobile: 0433078728
E-mail: icicimov@yahoo.com
Website: https://icicimov.github.io/blog/
PERSONAL DETAILS

Born:



08.01.1972

Australian status:

Citizen

Key Qualifications:
I am highly experienced electronics & telecommunications engineer that has served in a variety of technical positions. During more than 15 years of active career I served as telecommunications engineer, applications support and systems administrator. I have also worked as programmer and designer of complex automation systems. I have worked in a diversity of projects in IT and Telecommunications companies in Europe and Australia mainly focused on providing and supporting solutions based on open source technologies.

My areas of expertise include:

· Systems design and administration

· Telecommunications

· Linux and Unix (Solaris) system administration

· 3G BSS applications support

· J2EE and Web applications support and administration

· HA (High Availability), load balancing and clustering

· AWS design, support and administration

· Virtualization

Proficient IT Skills:
· Project management:

Microsoft Project
· Database administration and programming:

PostgreSQL, Oracle 9/10/11g, MySQL, SleepycatDB, LDAP, MongoDB
· OS’s and computer network administration:
TCP/IP, UNIX (Solaris 8,9,10), Linux (Debian, Ubuntu, Red Hat, Fedora, CentOS), Windows (2000/2003, NT, 98)
· Programming and web design:
Perl, Perl/Tk, Shell scripting, SQL, HTML, CSS, CGI, JavaScript, JQuery
· J2EE and Web server:
Weblogic 8.1, 9.x, 10.x application server, Apache2 web server, Tomcat, Nginx
· HA and LB:
HAProxy, Apache2 (mod_jk, mod_proxy), Heartbeat, Keepalived, Corosync, Pacemaker, DRBD, iSCSI, LVM, RAID
· Virtualization:
AWS, KVM (libvirt), VMWare, OpenStack, LXC, Docker, Kubernetes, ECS
· Configuration management: 

CloudFormation, Ansible, Terraform, cloud-init
EMPLOYMENT HISTORY
Mar 2013 – Current
DevOps/SysAdmin


Infrastructure


Encompass Corporation


Sydney, Australia


Main duties and achievements:
· Planing, migration and support of all virtual server infrastructure (around 200+ VM’s atm) to AWS (Development, Testing, Staging, Sandbox, Production environments and supporting applications)

· AWS infrastructure and automation, planning, building and deploying VPC's with CloudFormation and Terraform
· Supporting the continues development (Agile) and deployment strategy via Ansible configuration manager and AWS CloudFormation templates

· Linux administration (Ubuntu, CentOS, RedHat)

· Tomcat7/8 and Apache2 setup, configuration and tuning

· JVM and GC tuning

· VisualVM, JConsole and JMX monitoring

· Setting up HAProxy SSL load balancing solution (with Heartbeat and Keepalived failover or Route53 for multiple active instances) for high availability of the production servers and SSL offloading

· Setting up GlusterFS shared storage for the production servers

· Setting up DRBD and OCFS2 cluster

· Perl, Shell and HTML/CGI/JQuery scripting and web tools development for sys-admin tasks

· Configuration management - Puppet, Passenger and Foreman

· Setting up Ansible configuration management server

· Setting up Docker based development environment configured via Ansible

· Introducing HA (ASG) Consul clusters and datacentres to our production stacks for centralised service discovery, monitoring and KV config store

· MongoDB, PostgreSQL and MySQL setup and support

· MongoDB Replica Set cluster setup, AWS EBS storage with striped LVM's and XFS file system

· Setting up and configuration of complete Mail solution for the AWS production domain with MySQL, Postfix, Courier IMAP/POP3 and Horde including Amavis, Spamassasin, Clamav, RBL, SPF and DKIM

· Setting up Apache SSL/TLSv1.2 and vSFTP content server for customer training applications

· Setting up secure centralized log collection, visualization and indexed searches with Stunnel, Logstash, Redis, Elastic Search and Kibana (accessed via Nginx SSL proxy and LDAP accounts)

· Setting up MySQL master/master replica cluster for our ActiveMQ JMS servers in Production and Staging

· Setting up OpenSwan IPSEC/L2PT VPN tunnel between our remote VPC’s private networks and client VPN access to each of them (shared PSK secret and user CHAP authentication)

· Setting up Pacemaker+Corosync dual primary clusters across two Amazon VPC availability zones with DRBD, LVM and OCFS2/GFS2 backed devices/file system

· Setting up ProxMox PVE virtual server for the Sydney office for environment load and regression testing

· Setting up OpenStack Grizzly all-in-one test server

· Implementing Bacula enterprise level backup solution for the office users (Windows, Linux and Mac OSX)

· Setting up dropbox style shared storage with WebDAV

· Office network setup and maintenance (VLANs, switches, routers)

· Setting up Windows Active Directory with SAMBA4 for the office domain

· Unified Linux Login, Privileges and Home Directory Using OpenLDAP and NFS/automount

· Host-based IDS with Snort, Barnyard2, Snorby and MySQL backend in AWS VPC

· Distributed OSSIM (AlienVault SIEM) and OSSEC setup across our AWS production VPC's

· Setting up and maintaining PKI for internal user and server and client SSL authentication

· Setting up and support of all other tools used like Bamboo, Confluence, Jira etc

· Bucardo based PostgreSQL replication

· NewRelic monitoring configuration

· Kubernetes and ECS clusters in AWS

· Documenting all this in Confluence Wiki
Sep 2011 – Feb 2013
Technical Support Analyst


OT & I Department


AUSGRID (IBM)


Sydney, Australia


Main duties:
· Software and application installation and upgrade in various environments (mainly RedHat Enterprise Linux) for different projects

· To provide infrastructure/application installation support as required

· Build test virtual environment based on VMWare ESXi and Linux RedHat

· Oracle server installation and administration
· Provide technical support for the installed system
· Effectively communicate with solution and infrastructure architects and developers to translate their requirements into a standardised design document for firewall/application rule submission requests
· Provide accurate and timely reporting
· Escalate project risks, issues and decisions as appropriate
· Understand network topology and be able to liaise with the architects. 
· Maintain and support all infrastructure from development through to production environments
· Ensure that project deliverables from an infrastructure perspective conform to Smart Grid framework (agreed between Ausgrid and other 3rd party suppliers) 
· Liaise with external vendors
· Liaise with project team key stakeholders and technical teams to achieve their objectives
· Undertake other duties as directed by Infrastructure Project Manager

· Occasional work outside of normal working hours

· Obtain acceptance of the solution
Essential skills:
· Linux RedHat 5.x

· Oracle, MySQL, Informix database

· Apache, Lighttpd server

· DNS, DHCP, NTP, Radius

· F5 Load Balancer

· High Availability, DRBD, Heartbeat, GlusterFS

· Nagios, Monit, Nmon

· Backup & Recovery

· TCP/IP, COPS, PKI, SSL/TLS, SOAP/WSDL

· Perl and Shell scripting 

· VMWare, VirtualBox

· MODx CMS

· PolicyNet (GridNet)
Jan 2010 – Aug 2011

Global Support Engineer





OPENWAVE Systems Ltd.
Sydney, Australia

Main duties:
· Become SME for AB&C (Address Book and Calendar) J2EE application
· Troubleshoot problems raised by customers, providing a solution that will resolve the problem and exceed their expectations and requirements. 

· Technically engage and assist the technical resolution of critical issues and crisis management situations as required for designated incidents. 

· Where necessary, escalate issues to other team members / team-leader or to other teams in accordance with relevant procedures identified in the Openwave Technical Product Support Operations Guide. 

· When a software defect is discovered, reproduce the event and provide all reasonable data, including the instructions on how the defect is reproduced, to the Regional Support Engineers to assist in resolving the issue. As required, assistance should be provided to Regional Support Engineers & Openwave Product Group teams in diagnosing defects and proposing methods for proactive improvements/enhancements to Openwave applications. 

· Create knowledge base documentation for all resolved issues where an existing document does not exist or the issue is not covered by product documentation.

· Responsible for creating training for both Openwave staff and Customer Operations staff in both technical and procedural aspects. 

· Design tool sets and scripts to assist in trouble-shooting and support activities. 

· Keep up-to-date and accurate metrics and detail on all allocated cases – ensuring adherence to agreed SLA KPI’s. 

· Participate in 24x7 standby rotations.

Essential skills:
· Solaris OS and Linux (setup and administration)

· Solaris zones, ZFS

· Sun Hardware

· Oracle and Sleepycat database

· PLSQL

· Apache and Tomcat server

· J2EE applications support

· LDAP

· DNS (Bind)

· F5 Load Balancer

· High Availability

· Backup & Recovery

· TCP/IP

· C, C++, Perl and Shell scripting 

· SMTP, POP, IMAP, MMS and Messaging architectures

· VMWare and VirtualBox

· SAN iSCSI and RAID storage

Mar 2006 – Dec 2009
3G BSS Engineer - eTechnology 

ERICSSON (Hutchison managed services)

Sydney, Australia
                                             Main duties:
· Second level support for all public (www.three.com.au and related sites) and business facing web applications for Hutchison 3G mobile services (24/7 support)

· Administration, support and maintenance of BEA Weblogic 8.1, 9.2 and 10.x application servers working on Solaris 9/10 platform (UltraSPARC) and Windows 2000

· Deployment of code releases on the production servers

· Maintenance, installation and configuration of Apache 2.0.x, 2.2.x web servers on Solaris 9/10 platform (UltraSPARC)

· Administration and support for eCMS Fatwire web publishing system, NFS mounted SAN data storage

· Unix support and trouble shooting for Solaris 9/10 (user, system and networking issues)

· DHTML/CSS, Shell, Perl, CGI (Perl), WLST (Weblogic Scripting Tool for 9.x and higher) scripting

· Oracle 10g database interaction (SQL queries) and Oracle OID/LDAP server administration and support

· Debian and Fedora Core Linux servers installation, configuration, administration, support and backup

· Writing Shell (Bash, C, Korn)/Perl scripts for everyday management tasks and maintenance

· Development of monitoring and alarming tools based on free RRD tool, with Perl, Shell and PostgreSQL database

· Integration, configuration and maintenance of Hobbit (Xymonton) free monitoring software

· Installing, configuring and administration of DokuWiki

· Writing and maintaining technical documentation 
Jun 2003 - Feb 2006

BSS/NMC Engineer 

COSMOFON-MTS (Mobile Telecommunication Services) A.D. – Skopje

Skopje, Macedonia

Main duties: 
· Working with Ericsson (OSS Application) and Motorola (OMC-R Application) platforms on Unix (Solaris) Operating System; 

· NMC monitoring and backup of the network operation including BSC’s (Base Station Controller), MSC (Mobile Switching Center), BTS’s (Base Transmit Station), Ericsson DXX network, COMVERS SMSC system and LOGICA prepaid platform (HP-UX); Customer services and account management (pre-paid and post-paid) in AXE MSC and HLR; Remedy system reporting and TT resolution; 

· Planning and engineering of the network and network elements; Examine and calculation of BTS parameters for purpose of network optimization; Sites creation and configuration for Ericsson and Motorola networks; Preparing statistics reports for network performance on daily and weekly bases;

· Sun Solaris7/8 system administration, Shell and Perl scripting, Sybase administration, networking and mail server administration, crontab, SVM, Veritas storage backup experience; 

· Administration of Linux (Debian) workstations and server (installation, security, firewall, user accounts, PostgreSQL database, Apache web server, networking, sendmail, crontab, daily and weekly system backups).

· Developing Perl and Shell Script programs (C, Korn, Bash), Tk/Perl GUI Unix/Linux applications and database front-ends and web applications on Apache web server working with Perl CGI scripts and PostgreSQL/Oracle databases for various tasks of mobile network management, monitoring and reporting;

July 2000 - Jun 2003

Project Manager and software engineer

TUTUNSKI KOMBINAT A.D. – Skopje, part of Imperial Tobacco Group
Skopje, Macedonia
Oct 1999 - July 2000

Electrical Engineer, Manager of Automation

MAKSTIL A.D. – Skopje, join stock company for steel production and trade
Skopje, Macedonia
Aug 1994 - Oct 1999

System administrator

DPTU POLIHEM – dooel, export-import – Skopje
Skopje, Macedonia
NOTE: Detailed job description for the last three roles will be provided upon request
EDUCATION
1990-1997


Degree in Electronics Engineering 

Area of study: Electronics and Telecommunications




University: St. Kiril and Metodij




Skopje

1986-1990


Diploma: Electronics technician

     Radio and TV mechanic

High School: Orce Nikolov





Skopje
FURTHER EDUCATION

November 2002

Course in Visual Basic 6.0 programming language 





Skopje - Macedonia

October 2003
Motorola Technical Training - BSS11 BSS Operational Theory
Swindon - UK

October 2004


Ericsson Technical Training – GSM BSC Operation





Stockholm - Sweden
September 2006

Oracle 10g Internet Directory (OID/LDAP)




Sydney - Australia

February 2008

Solaris 10 Administration





Sydney - Australia
February 2009

BEA Weblogic Server 9/10 – System Administration





Sydney - Australia

PROFETIONAL REFEREES

- Daniel Chan

   Senior Manager

   Openwave Systems

   Mob: 0418487788

   E-mail: daniel.chan@openwave.com

- Stephen Johansen

   Senior GCS Engineer

   Openwave Systems

   Mob: 0421986825

   E-mail: Stephen.johansen@openwave.com

